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Introduction  

Cyber, as an independent warfighting domain, provides an effects space that is both independent and 

intrinsically tied to the traditional domains of sea, land, air and space.  The challenges associated with 

understanding how to operate both traditional and cyber specific capabilities in this new contested domain 

requires “out of the box” thinking.  Therefore, this special issue will survey advancements in exercises, 

wargames and associated analytics focused specifically on cyber operations.  In addition, this special 

issue will review the uses of modeling and simulation, for cyber operations assessment. 

 

Possible topics for authors to consider include: 

• Mission level modeling and simulation for cyber 

• Application of evaluation theory for cyber operation assessment 

• System analysis of cyber operation assessment 

• Cyber assessment lexicon, taxonomy, and ontology 

• Barriers to good cyber warfare assessments 

• Potential techniques for using improving cyber warfare assessment 

• Analysis of known related cyber warfare approaches and methods 

• Considerations for hybrid warfare - multiple levels of assessments 

• Integrating intelligence assessment into cyber operation assessment 

• Gap and risk assessment for cyber operations 

• How to nest assessments between echelons for cyber operations 

• Development of cyber operations assessment frameworks 

• How to make cyber operations assessments more usable to leadership 

• Development of a core cyber assessments process 

• How to identify best practices in cyber assessment 

• Practical examples of implemented cyber operations assessments- both successful and 

unsuccessful 

• How to present a cyber operations assessment to decision makers 

• The psychology of assigning a colors to current cyber operations assessments 

• Methodology for quantitative assessment of cyber operational risks 

• Measuring opportunity costs for cyber operations 

• Utilization and analysis of empirical data within cyber 

Papers submitted should not be concurrently under review at another conference, journal, or 

similar venue. 



Instructions for Manuscript Preparation 

For manuscript formatting and other guidelines, please visit the Author Guidelines for JDMS. 

Note: Manuscripts must not have been previously published or be submitted for publication 

elsewhere. Each submitted manuscript must include title, names, authors' affiliations, postal and 

e-mail addresses, and a list of keywords. For multiple author submission, please identify the 

corresponding author. 

Due Dates 
 

Submission of papers 
  

 

Fall     2020 

Expected date of publication  Spring 2021 

Submissions for full paper review 

All manuscripts must be submitted electronically through the paper submission system to the 

JDMS Manuscript Submission System. In the title page, author(s) must specifically mark that the 

paper is intended for this special issue as follows: "Submission for the Special Issue of JDMS: 

Cyber Warfare Analytics using Modeling and Simulation (J20-4). 

Please follow the guidelines for submission on the Manuscript Central site. 

Final paper submissions 

Each final submission must be prepared based on the JDMS journal requirements (see the Author 

Guidelines for JDMS page). 

Guest Editors: 

Colonel Mark W. Lukens, PhD, U.S. Army, retired, is currently the lead cyber analyst for the 

Office of the Under Secretary of Defense’s (OUSD) Acquisition and Sustainment (A&S).  In 

addition, Dr. Lukens served as the U.S. Central Command assessment operations chief for 

planning, execution and analysis in Afghanistan from 2011 to 2012.  This work included 

developing and establishing the command’s assessment of the Operation Enduring Freedom 

(OEF), conducting Joint Assessments of during the 2009 – 2011 Afghan Surge.  

Dr. Lukens has significant experience at the Headquarters, Army, and combatant command level, 

and has conducted and led analysis of all types—strategic assessments, human capital, weapon-

system effectiveness, modeling and simulation, programming and budgeting, and decision 

analysis. Lukens earned a BS from the United States Military Academy, an MS from the Georgia 

Institute of Technology, and a PhD in data analytics from George Mason University. 

Kevin T. Comer, PhD, is a Simulation Modeling Engineer at the MITRE Corporation, a not-for-

profit federally funded research and development center, located in McLean, Virginia. In his 

support for OUSD, Dr. Comer has developed simulation process models detailing the 

development and execution of cyber missions, as well as capturing current and projected cyber 

range capability, capacity and requirements. 
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Dr. Comer is currently an adjunct professor at George Mason University, teaching courses in 

economics, history, and computational sociology. Comer earned a BS in systems engineering 

from the University of Virginia, an MS in operations research from George Mason University, 

and a PhD in computational social science from George Mason University. 
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